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Introduction

• The regulatory environment governing 

cryptographic controls is multi-

layered. 

• The EU’s legislative trajectory over the 

last decade shows a progressive shift 

from implicit “state-of-the-art” 

cybersecurity practices towards more 

granular cryptographic controls. 

• The world has become very political 

and highly influenced by 

geoeconomics.

• At the same time, international bodies 

are calling for convergence.

• In November 2025, the Financial 

Stability Board urged the G20 to drive 

consistent reforms and reduce 

regulatory divergence, urging 

coordinated action on several fronts, 

including emerging risks.

• Parallel EU initiatives such as the Digital 

Omnibus Proposal aim to streamline 

digital regulation. 

• The way that this should be affecting 

the quantum field is in the international 

process of cooperation.
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Evolution of the regulation impacting operational risks and resilience in the financial sector

Designation of critical 
infrastructures

Directive 2008/114/EC on the 
identification and designation 
of European critical 
infrastructures and the 
assessment of the need to 
improve their protection,  8 
December 2008

Monitoring of payments with 
systemic relevance (SIPS)

Regulation of the European 
Central Bank No 795/2014, 
July 2014

Principles of sound 
management operational 
risk

Basel Committee on Banking 
Supervision, October 2014

NIS

Directive (EU) 2016/4118 
concerning measures for a 
high common level of security 
of network and information 
systems across the Union, 6 
July 2014

PSD2

2015/2366/EU of 25 
November 2015

GDPR

Regulation (EU) 2016/679, of 
27 April 2016

Major incident 
reporting PSD2

EBA/GL/2017/10 of 27 
July 2017

Internal governance 
guidelines

EBA/GL/2017/11 of 26 
September 2017

Management of cloud 
providers

EBA/GL/2017/11 of 26 
September 2017

Security measures 
PSD2

EBA/GL/2017/17 of 12 
December 2017

Cyber Resilience range 
of practices

Basel Committee on 
Banking Supervision, 
December 2018

EBA Guidelines on 
Outsourcing 
EBA/GL/2019/02,

Feb 2019

EBA guidelines on ICT 
and Security Risk 
Management 
EBA/GL/2019/04, of 28 
Nov 2019 

EDPS document on 
Quantum Computing 
and Cryptography, 
August 2020

Recommendations of 
the BSI

For migrating to post-
quantum cryptography, 
of April 2021

The Digital 
Operational 
Resilience Act 
(DORA) 

27 December 
2022

DORA RTS Risk 
Management 
Framework

Delegated Regulation 
(EU) 2014, of 13 March 
2024

eIDAS2

Regulation (EU) 2024/1183 
(which incorporates the 
European Identity Wallet), of 
29 Feb 2024

CRA

Regulation 2024/2847  
of 23 October 2024

European Payments 
Council

Annual update on 
guidance on the 
European payment 
industry, March 2025

Digital Omnibus 
proposal 

Published 

19 Nov 2015

Prior regulation focused on financial stability however, recent evolution acknowledges the critical role of cybersecurity in a digitalized environment, mandating enhanced
management of both internal and third-party ICT risks, including the use of cutting-edge cryptographic controls.

Commission 
Recommendation (EU) 
2024/1101 of 11 April 2024 
on a Coordinated 
Implementation Roadmap for 
the transition to Post-
Quantum Cryptography

The Cybersecurity 
Act

Regulation (EU) 
2019/881  of April 
2019

NIST standardization process
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Latest position statements relevant for the financial sector in the EU
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Regulation 2016/679 (GDPR) – Art. 32 security of processing

o Under the GDPR, security of processing is not defined through rigid technical 
prescriptions but through risk-based and state-of-the-art obligations.

o Encryption and pseudonymisation are explicitly cited as examples of such 
measures. 

o Supervisory authorities interpret “state of the art” as requiring ongoing review 
of encryption standards.

o Art. 5(f) also refers to the principle of integrity and confidentiality.

Organisations should consider for how long they need to
guarantee absolute confidentiality of data and
protection from retrospective decryption.

For this reason, some organisations may be interested in
preparing appropriate risk assessment as well as
contingency and migration plans. It refers to the The
German Federal Office for Information Security (2020)
has developed initial recommendations for the migration
to post-quantum cryptography.”

https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
https://www.bsi.bund.de/EN/Topics/Crypto/Cryptography/PostQuantumCryptography/post_quantum_cryptography_node.html
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Regulation 2016/679 (GDPR) – Art. 35 Data Protection Impact Assessment

New!! Data Protection Impact Assessment – Digital Omnibus published Nov 2025

Paragraph 7 would harmonise the lists of processing activities requiring and not requiring data protection impact
assessment by providing that a single lists of processing operations which require and do not require a data protection
impact assessment be provided at EU level, thereby contributing to the harmonisation of the notion of high risk. The
European Data Protection Board would be obliged to prepare proposals for such lists. It would also be obliged to
prepare a proposal for a common template and common methodology for conducting data protection impact
assessments, which the Commission would be empowered to adopt by means of an implementing act, after reviewing
them, as necessary.

o A DPIA is required when processing is likely to result in a high risk to 
individuals.

o To conduct the DPIA, the risk to confidentiality, integrity and availability  
must be analysed, including the measures you take to mitigate them.

o Cryptography is one of the main safeguards used to mitigate risks to 
confidentiality and integrity.

o Therefore, a DPIA cannot be complete without assessing cryptographic 
measures.

o The EDPB explicitly identifies encryption, pseudonymization, hashing and 
key management policies as examples that must be evaluated in DPIAs
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Regulation 2016/679 (GDPR) – Art. 35 Data protection by design and by default

Design systems so algorithms and keys can be 
changed without redesigning whole apps. 

Agility could be seen as a technical expression of 
“by design” because it allows “state of the art” 
controls.

Therefore, isn’t cryptographic agility how 
supervisors  call  now this same concept?
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Directive 2022/2555 (NIS2) – Art. 21

https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance 

ENISA has provided comprehensive guidance on PQC, outlining the five main algorithm families and 
recommending hybrid implementations and key mixing strategies to mitigate quantum threats even 

before full standardization is complete.

https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
https://www.enisa.europa.eu/publications/nis2-technical-implementation-guidance
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Requirement Actions

Financial entities shall develop, document and 
implement a policy on encryption and cryptographic 
controls. The policy shall be designed on the basis of the 
results of approved data classification and risk 
assessment. It shall include rules defining when to 
encrypt data and for key lifecycle management. (Art. 6.1 
and 2)

• Organizations must verify and update their 
cryptography and data security policies

Financial entities shall include in the policy on encryption 
and cryptographic controls criteria to select 
cryptographic techniques and use practices taking into 
account leading practices and standards. 
Where reliable techniques cannot be met, it shall adopt 
mitigation and monitoring measures to ensure resiliency 
against cyber threats. (Art. 6.3)

• The cryptography policies must specify valid 
algorithms based on standards.

• Non-compliant use cases must be mitigated.
• This requires use case and technical 

inventories

Financial entities shall include provisions to update or 
change
the cryptographic technology to ensure they remain 
resilient against cyber threats. Where the financial entity 
cannot update or change the cryptographic technology, 
it shall adopt mitigation and monitoring measures to 
ensure they remain resilient against cyber threats. (Art. 
6.4)

• Crypto-agility

Financial entities shall include a requirement in the policy 
controls to record the adoption of mitigation and 
monitoring measures adopted in accordance with 
paragraphs 3 and 4 and to provide a reasoned 
explanation for doing so. (Art. 6.5)

• Monitoring of cryptography use cases and 
algorithms

RTS on ICT Risk Management Framework
Delegated Regulation 2024/1774 of 13 March 2024 supplementing Regulation (EU) 2022/2554 
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Requirement Actions
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Financial entities shall include provisions to update or 
change the cryptographic technology to ensure they 
remain resilient against cyber threats. Where the 
financial entity cannot update or change the 
cryptographic technology, it shall adopt mitigation 
and monitoring measures to ensure they remain 
resilient against cyber threats. (Art. 6.4)
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• Monitoring of cryptography use cases and 
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RTS on ICT Risk Management Framework
Delegated Regulation 2024/1774 of 13 March 2024 supplementing Regulation (EU) 2022/2554 
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Requirement Actions

Financial entities shall define the requirements for managing 
cryptographic keys through their whole lifecycle, including 
generating, renewing, storing, backing up, archiving, 
retrieving, transmitting, retiring, revoking and destroying 
keys. 
(Art. 7.1)

• Policies must include key lifecycle 
management

Financial entities shall implement controls to protect 
cryptographic keys through their whole lifecycle against loss, 
unauthorized access, disclosure and modification, and 
implement methods to replace the cryptographic
keys in the case of lost, compromised or damaged keys.
(Art. 7.2 and 3 )

• Key lifecycle must be monitored 
and ready to tackle security events

Financial entities shall create and maintain a register for all 
certificates and certificate storing devices for at least ICT 
assets supporting critical or important functions. 
(Art. 7.4)

• Certificates and certificate storing 
devices inventory

Certificates must be renewed before expiration. 
(Art. 7.5)

• Certificate Lifecycle Management 
and Monitoring

RTS on ICT Risk Management Framework
Delegated Regulation 2024/1774 of 13 March 2024 supplementing Regulation (EU) 2022/2554 
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RTS on ICT Risk Management Framework
Delegated Regulation 2024/1774 of 13 March 2024 supplementing Regulation (EU) 2022/2554 
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Digital Identity - Regulation (EU) 2024/1183 (eIDAS2) 

ARF for Digital Identity version 2.6

Incorporates the European Digital Identity Wallet, which aims to provide a tool 
for European citizens to identify and authenticate their identity in a “secure, 
reliable, user-friendly, convenient, accessible, and harmonized manner across 
the Union.” 

Payments represent a significant use case for adopting the eIDAS2 standard, 
given the obligation to offer customers authentication through the European 
Digital Identity Wallet as an alternative to Strong Customer Authentication (SCA) 
for online payments. eIDAS2 is noteworthy as it develops the elements of the 
European Digital Identity Wallet configuration.
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Payments

Electronic banking relies heavily on digital signatures to validate transactions, protect communications, 
and safeguard the confidentiality and integrity of customer information.

Directive (EU) 2015/2366 of 25 November 2015 (PSD2) introduces the obligation to adopt measures that 
protect the confidentiality and integrity of users’ personalized security credentials. These measures 
include encryption systems.

In March 2025, the European Payments Council published the annual revision of its Guidelines on 
Cryptographic Algorithms and Key Management. These guidelines, based on PSD2 and the future PSD3, 
are intended to guide the European payments industry on cryptographic algorithms and key-
management.

The guidelines explicitly mention the quantum threat, particularly the risks from “harvest-now, decrypt-
later” attacks, and highlight the significant impact on public-key infrastructures. 

For use cases relying on public-key cryptography, the guidelines emphasize the need to adopt 
cryptographic-agility policies in accordance with recommendations from NIST and the German Federal 
Office for Information Security. 

They recommend the deployment of hybrid mechanisms combining classical and post-quantum 
algorithms as part of a migration and crypto-agility strategy.

14

PSR/PSD3

Quantum

eIDAS2

RTS SCA

PCI DSS
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PCI-DSS requirements

Requirement Actions

Strong cryptography requested throughout 
the standard

• Organizations must verify and update 
their cryptography and data security 
policies

Methods to mitigate attacks on cryptography 
usage, including attempts to exploit weak, 
insecure, or inappropriate cryptographic 
implementations, algorithms, cipher suites, or 
modes of operation. 
(Req. 6.2.4)

• Organizations must include cryptography 
controls in their QA and security audit 
processes

• Up-to-date inventory of all cryptographic 
cipher suites and protocols in use

• Active monitoring of industry trends 
regarding continued viability of all 
cryptographic

• A documented strategy to respond to 
anticipated changes in cryptographic 
vulnerabilities

(Req. 12.3.3)

• Cryptographic inventories
• Crypto-agility
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The Cyber Resilience Act (CRA) 
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Other non-EU regulatory approaches – Singapore: a toolkit / handbook approach.
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Other non-EU regulatory approaches

February 2024 August 2024 January 2025
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Concluding remarks

o Together, these laws create an EU-wide cryptographic governance ecosystem. There is no need for additional legislation
to be adopted. Existing regulation already requires entities to adopt cryptographic controls in accordance with
international standards and explicitly recognize quantum-driven risks. Cryptographic controls must be documented,
tested and embedded into governance, with evidence available for supervisory review.

o What remains is securing consistent international alignment, given the interconnected nature of global financial
institutions and digital identity frameworks.

o Parallel EU initiatives such as the Digital Omnibus Proposal aim to streamline digital regulation, providing a window for
the financial sector to modernize its security architecture in a coordinated manner.

o Next steps could focus on: (i) enhancing cross-border cooperation; and (ii) providing aligned guidance with a “toolkit
approach”.
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Current

Classical 
signature

Quantum-Safe Signatures

Classical 
signature

Blockchain
notarization

PostQuantum
Long-Term 
Validation

Provides a quantum-safe, independent and immutable
proof of existence of the signatures when the algorithms 

were secure

Legal validity and admissibility of digitally signed documents
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Asymmetric key algorithms, 
including digital signature 
schemes are particularly 
vulnerable to quantum threats. 
However, they may also present an 
opportunity, as they allow the 
renewal or replacement of 
potentially deprecated signature 
algorithms.

Timestamping for ensuring the 
legal validity and preservation of 
documents signed in a digital 
environment in the long term, as it 
demonstrates that the signature 
existed prior to a potential 
quantum attack. 

If post-quantum algorithms 
are used in timestamping 
with long-term validation, 
the risk of a breach of the 
integrity of the document, 
would be mitigated. 

Timestamps must be 
periodically updated, in line 
with recommendations from 
international organizations, 
ensuring the use of state-of-
the-art algorithms.

Legal validity and admissibility of digitally signed documents

Global ecosystem of regulations and 
case law, which requires the 
analysis of the legal criteria in each 
jurisdiction to configure an 
interoperable standard for the 
signature of contractual documents 
in digital environments, such as 
electronic banking.

Transitioning to PQC could 
determine its legal effects and 
admissibility as evidence in the long 
term and in various jurisdictions. 
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Establishing a digital signature standard that is compatible and interoperable across different jurisdictions, featuring an

immutable and quantum-resistant long-term validation timestamp.

Examining existing contractual commitments and related frameworks.

Evaluating and revising policies, procedures, and tools to guarantee the implementation of PQ algorithms.

Phasing in digital signature systems as part of a comprehensive Cryptographic Agility approach

Recommended workstreams include:
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Furthermore:

Set clear 
priorities for 

migration efforts

Insurance 
policies

Supply chains: 
vendor-

assessment 
methodologies

Competitiveness

and building 
credibility

Assess 
longevity of 

data

Collaboration 
across the 

organization and 
jurisdictions

Choose a leader who 
possesses strong technical 

expertise, effective 
communication abilities, and 

the capacity to influence 
others.
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Q&A



Thank You.

Our purpose is to help people and 
businesses prosper.

Our culture is based on believing 
that everything we do should be:
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