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The Stage: A New
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Cryptographically Relevant Quantum
Computers may not materialize in the near
term but...how about dedicated hardware for
cryptanalysis?
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= [t remains unclear how to estimate the speed of quantum algorithms in solving different
mathematical problems (and thus, fixing concrete long-term parameters for cryptographic
primitives is hard).

= [t is challenging to characterize or reliably identify problems that are particularly amenable

to quantum speed-ups.

The only proper answer: D0 YOU INTEND TO LEARN THIS THE HARD WAY?

—instead, be prepared!
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The Road to Quantum
Resistance



Quantum, Post-Quantum, Future-Quantum & Friends

= What kind of adversarial models make sense?

= Make your security concerns precise (e.g., HNDL attacks call for transcript-protection
mechanisms)
= Understand quantum adversarial actions (Quantum BAD GUY$ are not mere factoring oracles)
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Quantum, Post-Quantum, Future-Quantum & Friends

= What kind of adversarial models make sense?
= Make your security concerns precise (e.g., HNDL attacks call for transcript-protection
mechanisms)
= Understand quantum adversarial actions (Quantum BAD GUY$ are not mere factoring oracles)
= Establish the grade of cryptographic strength you aim at (oversimplified):
= Future Quantum: (pre-quantum authentication is just fine, v.g., OK to mix pre-quantum

signatures with post-quantum time stamps)
= Full quantum resistance: use post-quantum tools, mathematically proven secure against

quantum adversaries
= Anything in between? (e.g. QROM and Factoring/Dlog oracles)
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Migration to Quantum resistant tools

Two actions towards understanding what needs to be done (and how... and when!)
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= Cross-national guidelines (EU directives and EC Commission Roadmap recommendations)
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Two actions towards understanding what needs to be done (and how... and when!)

= In search for (clear) guidelines

= Standardization bodies (NIST, ETSI, IETF, ISO/IEC..)
= National strategic guidelines (In Spain, See CCN-TEC 009, CCN-Stic 221)
= Cross-national guidelines (EU directives and EC Commission Roadmap recommendations)

= In-house analysis (know yourself)

= Cryptographic inventories
= Rethink your (current & future!) needs
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The Rough Patches: Theoretical,
Technical and Practical
Limitations



Theory matters

Security models may look overly abstract or distant from real life (they are not!). It is crucial to
understand adversarial goals and capabilities (and how that translates into parameter choices)

5/8


https://www.quantum-safe-cryptography.science/

Theory matters

Security models may look overly abstract or distant from real life (they are not!). It is crucial to
understand adversarial goals and capabilities (and how that translates into parameter choices)

Example: Hybl’ids done wrong [Bindel, N. et al. Hybrid Key Encapsulation Mechanisms and
Authenticated Key Exchange. PQCrypto 2019]

PLATN XOR-COMBINER IS INSECURE
If given KEMy, KEM, we build a KEM so that Encaps(pk||pka) out-

puts (c1||c2, ki@ ka), then a Decaps oracle trivially breaks the security
of the scheme — just query it for (ci||Cwhatever) and (Csomething||C2)
for known kwhatever and ksomething!!
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Theory matters

Security models may look overly abstract or distant from real life (they are not!). It is crucial to
understand adversarial goals and capabilities (and how that translates into parameter choices)

Example: Hybl’ids done wrong [Bindel, N. et al. Hybrid Key Encapsulation Mechanisms and
Authenticated Key Exchange. PQCrypto 2019]

PLAIN XOR-COMBINER IS INSECURE

If given KEMy, KEM, we build a KEM so that Encaps(pk||pka) out-

puts (c1||c2, ki@ ka), then a Decaps oracle trivially breaks the security

of the scheme — just query it for (ci||Cwhatever) and (Csomething||C2)
for known kwhatever and ksomething!!

Side note: Hybrids involving QKD are even more involved... see our NATO SPS project

https://wuw.quantum-safe-cryptography.science/
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Theory is tidy—practice is not.

Side-channel and Fault-injection attacks over Lattice-based
Post-quantum Schemes (Kyber, Dilithium): Survey and New

Systematic Timing

Analvsis of NIST PQDSS Candidates:

Tooling and Lessons Learned
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In a nutshell...

If you are designing PQC implementations, worry about:

= Constant-time discipline (timing and cache)— REMEMBER KYBERSLASH
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If you are designing PQC implementations, worry about:

= Constant-time discipline (timing and cache)— REMEMBER KYBERSLASH

= Side-channel hardening and testing (power/EM, deep-learning SCA).

= Key-space pathologies (weak keys, bad parameter choices)—REMEMBER BIKE

» Crypto-agility and deprecation plans in case an algorithm is broken —REMEMBER RAINBOW.

= Protocol integration costs — TL8(larger keys and ciphertext may blow up handshake size,
certificate chains get heavier-). Even if the algorithm is secure and the implementation is
SC resistant, protocol and infrastructure issues can make deployment fragile or inefficient.
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Lessons Learned: Keys to a
Quantum-Secure Future



= Decide on the quantum resistance level you want (or can afford) to pursue.
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= Decide on the quantum resistance level you want (or can afford) to pursue.

= Read the standards, drafts, and white papers and make sure you truly understand how
they map to your needs.

= Talk to the experts: the theorists who design the schemes and the engineers who know
how to implement and integrate PQC in the real world. Even better: hire them!

= Never forget: even the strongest cryptographic designs can crumble under sloppy
implementation or careless integration.

= And remember: nothing stays stable for as long as it used to—that might even be a good
thing!
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