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Supported by the 
European Union
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CYBER-06-STANDARDPQC call 
in project 101190512 PQCSA

Project Goals

PQC Standardisation
PQC migration roadmaps

Raise PQC awarenes

Key data

TU Eindhoven (NL),
Bundesdruckerei (DE),
CryptoExperts (FR),
KU Leuven (BE),
Trinity College Dublin (IRL)

Project Duration 2025-2027

How we work

SDOs: ISO/IEC, ICAO, IETF, GP, …
Events with Academia/Industry/…



This talk
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Presentation of PQCSA activities. 
Post EU Project on building awareness for post quantum 
cryptography and supporting standardization and adoption 
of quantum secure solutions.

Experience from PQC workshops.

• Insufficient standardisation

• Missing tools for migration

• Need to strengthen incentives



Our experiences

From Standardisation 
and PQCSA events
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PQCSA Activities
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202720262025

Standardisation (ongoing)

• ISO/IEC (cryptography, smart cards)

• ICAO (travel documents)

• IETF LAMPS (Hybrids)

• Globalplatform (secure elements)

• CAB Forum, PKI Consortium (PKI Migration)

Workshops and Events

• PQCSA summer school

• Workshop on migration

• PQC migration for automotive industry

Planned

• Co-located events with

• OSS conference

• SDO for cryptography experts

• CA day for PKI migration

• https://pqcsa.eu/events.html

Project Wrap Up

Finalized reports and recommendations



Who of YOU has actively 
used PQC today?
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Everyone uses Post-Quantum-Crypto!

Messengers have adopted PQC

WhatsApp, Signal, iMessage adapted their protocols, 
apps and servers to use hybrid key exchange with ML-
KEM

Big parts of the web adopted PQC

Chrome, Firefox, … use hybrid key exchange with ML-
KEM by default. Content Delivery Network Cloudflare 
serves 20% of the web content and offers hybrid key 
exchange with ML-KEM

2025 Valenta: Why the Internet isn’t ready for Post-Quantum Certificates

Hybrid PQ Encryption over 50%
Today 4.12.2025
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https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf


PQC Migration going well?
in most cases not so much…
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Heterogeneous systems

Many different stakeholders with varying (performance) constraints and update cycles

Protocol ossification

Despite being designed to be upgradeable, any flexibility that isn’t used in practice is probably 
broken, because of faulty implementations

Mixed signals and missing incentives

Massive amount of new work on PQC appears like it is still not ready, even for experts



Experiences with 
Automotive Industry
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Automotive and Cryptographic Agility?
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Lifetime considerations

• Lifetime of a single car is around 30 years

• New production vehicles are planned around 8 years ahead

• Yet no focus on PQC, due to competing incentives

Heterogeneous systems

• Huge supply chain, well orchestrated, good infrastructure

• 100-300 Microcontroller eligible for software updates

• APIs and standards in Automotive industry lacking PQC capabilities

PQC roadmap relevant, but to what extent?

• CRA relevant for cars, NIS2 relevant for online services

• Unclear whether use cases are “high” or “medium risk”

• No real mandatory requirement for PQC



Experience with 
Identity Documents
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PQC Ready ID Card

Highlights and Key Facts

• Proof-of-concept implementation targetting side 
channel resistance

• eID and eMRTD protocols

• Hybrid cryptography for documents and terminals

• Combination of LMS, ML-DSA/ECDSA, ML-KEM/ECDH

• PQC conforming to ISO/IEC 7816 and IETF drafts

• Hybrid performance near classical performance

Challenges

• International standardisation for travel documents 
(ICAO) is just starting

• Documents have long validity periods

• Heterogeneous infrastructure

Vorteile

Fließtext Verdana

• Erste Listenebene Verdana
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https://www.bundesdruckerei.de/de/newsroom/pressemitteilungen/deutschland-setzt-massstaebe-fuer-sichere-ausweisdokumente-im-zeitalter-der-quantencomputer#



Migration in two steps

1. PQC-Light – Securing passive authentication

• Create and verify PQC (hybrid) Signature on ID data

• Changes to certification and interoperability testing relatively small

• New document PKI and management systems necessary

• Potentially huge impact on infrastructure

• Short term realization possible

2. PQC-Chip – Active PQC protocol usage (CA, TA, PACE)

• Usage of classical cryptography and PQC (also hybrid) for all parties

• New chip architecture to support quantum secure cryptography

• Realization can be planned long term
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SC 17/WG 3/TF 5 Information Paper -- Developments 
regarding Cryptographic Agility and Post Quantum 
Cryptography for eMRTDs 
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Conclusion
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Strengthen incentives to migrate to PQC, e.g. via existing regulation frameworks
Push standardisation, and tools for interoperability and migration

• PQC awareness is present in many communities

• Intrinsic incentives often too weak for PQC 
adoption

• Standards and tools applying the new 
cryptographic building blocks need to be 
developed



Contacts
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Frank Morgner

Bundesdruckerei GmbH
Innovation
E-Mail: frank.morgner@bdr.de

Jan Klaußner

Bundesdruckerei GmbH
Innovation
E-Mail: jan.klaussner@bdr.de

Please note: This presentation is the property of Bundesdruckerei GmbH. 
All of the information contained herein may not be copied, distributed or 
published, as a whole or in part, without the approval of Bundesdruckerei
GmbH.
© 2025 by Bundesdruckerei GmbH
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