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This talk

Presentation of PQCSA activities.

Post EU Project on building awareness for post quantum
cryptography and supporting standardization and adoption
of quantum secure solutions.

Experience from PQC workshops.
« Insufficient standardisation
« Missing tools for migration

* Need to strengthen incentives
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Our experiences

From Standardisation
and PQCSA events
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PQCSA Activities

Standardisation (ongoing) Planned
« ISO/IEC (cryptography, smart cards) « Co-located events with
« ICAO (travel documents) 0SS conference
. IETF LAMPS (Hybrids) « SDO for cryptography experts
- Globalplatform (secure elements) * CA day for PKI migration
- CAB Forum, PKI Consortium (PKI Migration) * https://pqcsa.eu/events.htmi
Workshops and Events Project Wrap Up
« PQCSA summer school Finalized reports and recommendations

« Workshop on migration
« PQC migration for automotive industry

03.12.2025 Teil der Bundesdruckerei-Gruppe bd-



Who of YOU has actively
used PQC today?
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Everyone uses Post-Quantum-Crypto!

Messengers have adopted PQC

WhatsApp, Signal, iMessage adapted their protocols,
apps and servers to use hybrid key exchange with ML-
KEM
Hybrid PQ Encryption over 50%
Today 4.12.2025

Big parts of the web adopted PQC

Chrome, Firefox, ... use hybrid key exchange with ML-
KEM by default. Content Delivery Network Cloudflare
serves 20% of the web content and offers hybrid key
exchange with ML-KEM

Post-Quantum Encryption Adoption Worldwide
Post-Quantum encrypted share of human HTTPS request traffic

Over 30%!

== PQ Encrypted
13.7% )
Chrome mobile

Chrome desktop
2019

Feasibility study pgraded
nd.

TLDR

- Lattice-based

- Lots of broken
Cloudflare Radar Dec 25, 2023, 00:00 UTC - Dec 23, 2024, 16:45 UTC

2025 Valenta: Why the Internet isn’t ready for Post-Quantum Certificates

03.12.2025 Teil der Bundesdruckerei-Gruppe bd-.


https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf
https://pkic.org/events/2025/pqc-conference-austin-us/WED_PLENARY_1500_Luke-Valenta_Why-the-Internet-isnt-ready-for-PQ-Certificates.pdf

‘bundesdruckerei.

PQC Migration going well?

in Most cases not so much...

Heterogeneous systems

Many different stakeholders with varying (performance) constraints and update cycles

Protocol ossification

Despite being designed to be upgradeable, any flexibility that isn't used in practice is probably
broken, because of faulty implementations

Mixed signals and missing incentives

Massive amount of new work on PQC appears like it is still not ready, even for experts

03.12.2025 Teil der Bundesdruckerei-Gruppe bd-.
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Experiences with
Automotive Industry
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Automotive and Cryptographic Agility?

Lifetime considerations

« Lifetime of a single car is around 30 years

« New production vehicles are planned around 8 years ahead
* Yet no focus on PQC, due to competing incentives

Heterogeneous systems

« Huge supply chain, well orchestrated, good infrastructure

« 100-300 Microcontroller eligible for software updates

« APIs and standards in Automotive industry lacking PQC capabilities

PQC roadmap relevant, but to what extent?

« CRA relevant for cars, NIS2 relevant for online services
« Unclear whether use cases are “high” or "medium risk”
* No real mandatory requirement for PQC

03.12.2025 Teil der Bundesdruckerei-Gruppe bd-
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Experience with
Identity Documents




PQC Ready ID Card

Germany Sets Standards for Secure Identity
Documents in the Age of Quantum Computers

Post-quantum cryptography (PGC): preparatory work completed to make the next generation of tha ID card the first in the warld
1o be aquipped with chips sacured against attacks by quantum computers

*A decisive step for the future security of digital identities”

The tachnical foundation was davelopad by Bundesdruckerai, Giasacke+Devrient (G+D), the |

Security (BS1) and Infineon, and is currently one of its kind ‘

Early implementation of hybrid PQC s crucial since ID cards are valid for ten years

Berlin/Munich, 10 Nevember 2025 — Sincs its introduction in 2010, it has been regardad as ona o
issued documents in the world: the German ID card with its integrated online ID function (ID). T4
future, new 1D cards must be protected against attacks by quantum computers — this applies to
cards issved in the coming years. These government-issued documents are valid for ten years. O
Bundesdruckerai GmbH and G+D have developed a technical foundation that is se far unique wor
tachnology company and the intemational security technalogy company jointly initiated develop
851 and iton isad chips from the Infinson

TO155L7HG

The migration of the German ID card will then take place in two phases: First, the ID data will be
quantum-resistant digital signature schema. This will be followed by a full transition to quantum

The feasibility study (proof of concept) is one of the world's first functional implementations of 4
cryptography and past-quantum cryptegraphy, in lina with current recommendations for quantu
*Bundesdruckarei and G+D are the first in Germany to have demonstrated that highly secure, qug
as encryption and authentication, is possible on ID card chips. This is a decisive stap for the futy
Dr Kim Nguyen, Sanior Vica President Innovation at Bundasdruckerai

o B8

123456 8

“The question is no longer whether there will be a future with quantum computers that can breal
but when this so-called Q-Day will come. Companies are already testing the use of quantum co
scienca and drug discovery’, says Gabriel von Mitschke-Collands, Member of the Management B
hava to act now to protact our digital infrastructura. Tha transition to quantum-rasistant ancrypf
necessity. That is why we are very pleased that, togather with Bundesdruckerei, we have outlined
innovative potential of quantum computers with the appropriate security technology”

Quantum computing tachnology has mada graat progress in many raspacts in racant yaars, but 1
achieved and remains associated with major challenges. Powerful, error-corracting quantum cor
mathematical problems, such as computing discrete logarithms or prime factorisations, significal
This capability also has a dark side: quantum computers have the potential to braak established
precisely, certain key exchange and digital signature schemes. As a result, they pose an increasi
IT systems and data. In particular, the sensitive personal data in government-issued 1D documen|
against potential quantum attacks with post-quantum cryptography (PQG). An EU roadmap envis
high-risk use cases by 2030.

*Equipping the ID card chip with post-quantum cryptography is highly relevant, becausa from 20)
quantum computers that can break current cryptographic schemes. By then at the latest, it musf
sacura ID cards. Wa can ba proud that Garmany is taking a leading rola i futura-proof protactio
emphasises BSI President Claudia Plattner. The BSI researches and documents the state of qua
ragularly updated study.

G+D has many years of experienca with PGC on hardware sacurity elements through its participa
Resaarch, Tachnology and Spaca's funding projects Aquorypt and Quoryptan. A key tachnological )
‘the ID card chip was meeting the new security requirements while minimising the footprint of the rasourca-intensive PGC algerithms.
With the proof of concept for the quantum-secura ID card, the companias have paved the way to securly integrating POC schemes
into the ID card. The Infineon chips used in the proof of concept offer a new chip design that facilitates fast and side-channel-
rasistant software implementation of PQC algorithms.

The Bundasdruckerai has also been working on post-quantum cryptography and quantum computing for many years. Togather with
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Highlights and Key Facts

» Proof-of-concept implementation targetting side
channel resistance

« eID and eMRTD protocols

« Hybrid cryptography for documents and terminals

« Combination of LMS, ML-DSA/ECDSA, ML-KEM/ECDH
« PQC conforming to ISO/IEC 7816 and IETF drafts

« Hybrid performance near classical performance

Challenges

« International standardisation for travel documents
(ICAO) is just starting

« Documents have long validity periods
« Heterogeneous infrastructure

https://www.bundesdruckerei.de/de/newsroom/pressemitteilungen/deutschland-setzt-massstaebe-fuer-sichere-ausweisdokumente-im-zeitalter-der-quantencomputer#

Infineon and the Fraunhofer Institute for Applied and Integrated Sacurity (AISEC), Bundesdruckerei devalopad the wrld's first
demonstrator for an electronic passport in 2022 that also meets the high security requirements for the era of quantum computing.
Information on Bundesdruckerei's quantum projects can b found here.

G+D has compiled further details on PQC and which cryptographic schemes could be broken by quantum computers here 5.
Information and recommendatiens from the BSI on PQC can be found here 77 .

Teil der Bundesdruckerei-Gruppe bd-.
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Migration in two steps
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. . . regarding Cryptographic Agility and Post Quantum
« Potentially huge impact on infrastructure Cryptography for eMRTDS

Short term realization possible

German
PQC Ready
Identity Card

PQC
ready

123456789

PQC-Chip - Active PQC protocol usage (CA, TA, PACE)
« Usage of classical cryptography and PQC (also hybrid) for all parties

New chip architecture to support quantum secure cryptography
Realization can be planned long term
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Conclusion

« PQC awareness is present in many communities

« Intrinsic incentives often too weak for PQC
adoption

« Standards and tools applying the new
cryptographic building blocks need to be
developed

- Strengthen incentives to migrate to PQC, e.g. via existing regulation frameworks
Push standardisation, and tools for interoperability and migration

03.12.2025



Contacts

Frank Morgner Jan KlauBner
Bundesdruckerei GmbH Bundesdruckerei GmbH
Innovation Innovation

E-Mail: frank.morgner@bdr.de E-Mail: jan.klaussner@bdr.de

Please note: This presentation is the property of Bundesdruckerei GmbH.
All of the information contained herein may not be copied, distributed or

published, as a whole or in part, without the approval of Bundesdruckerei
GmbH.
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