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Right now is the hot phase of the transition
to Post-Quantum Cryptography (PQC)!

High-risk use cases should be transitioned 
to PQC as soon as possible, no later than 

the end of 2030.

”“
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High-Risk Use Cases

1. Include into product/service 2. Fill out the paperwork
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PQC MIGRATION IN JUST 2 STEPS?
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botan.randombit.net
github.com/randombit/botan

Botan 2.x: C++11 (no longer supported)
Botan 3.x: C++20

i
General Purpose Crypto Algorithms
Fundamental Cryptographic Protocols
Software Quality over Performance

Open Source: BSD 2-Clause “Simplified”

Botan is Japanese for “Peony Flower”

github.com/sehlen-bsi/botan-docs

Recommended for security-
sensitive applications

THE BOTAN CRYPTOGRAPHY C++ TOOLKIT
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Botan3 in C++20

C++20 API C89 Foreign Function Interface (ABI stable)Command Line Interface

Language Bindings

Rust Python Haskell ...

Applications

Asymmetric Schemes

PQC: ML-KEM, ML-DSA, SLH-DSA, 
FrodoKEM, Classic McEliece, 
HSS/LMS, XMSS, ...

Classic: RSA, ECDH, ECDSA, ECGDSA 
EdDSA, X25519, ...

Symmetric Algorithms

Ciphers: AES, ChaChaPoly, Ascon, XTS, 
GCM, OCB, SIV, AES-KW, ...

Hashes: SHA-256, SHA-3, SHAKE, 
Blake2, Ascon, ...

MACs: HMAC, KMAC, GMAC, ...
PBKDF: Argon2, PBKDF2, scrypt, ...
KDF: HKDF, SP.800-108, SP.800-56

And more...

Protocols: (D)TLS, X.509, OCSP, 
Roughtime, TOTP, ...

Wrappers: PKCS#11, TPM 2.0, ESDM, 
Trust Store, System RNG

RNGs: HMAC-DRBG, Entropy-Srcs.

BOTAN🌺🌺
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P197 (BSI) P481 (BSI) P663 ? (BSI)InSiTo (BSI)

KBLS (BMBF)

2007 2008 2015 2020 2022 20252018 2026

Final PQC standards published by NIST
(August 2024) 

... and available in Botan since 3.6.0
(October 2024)

boringSSL, Sep 2024
wolfSSL, Oct 2024
BouncyCastle 1.79, Nov 2024
OpenSSL 3.5.0, Apr 2025

open tender

Project 481: Implement PQC Algorithms 
from NIST Competition

Dec 2nd, 2025 PQC Migration Conference – Post-Quantum, Pre-Approved: Botan

BOTAN RECEIVED PUBLIC FUNDING
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PQC ALGORITHMS INCLUDED IN BOTAN
BSI’s Project 481

Lattice

FrodoKEM
Draft / ISO as well as Internet-Draft

Key Encapsulation

Recommended in
TR-02102 by BSILattice

ML-KEM (Kyber)
FIPS-203 / NIST-Standard since 2024

Recommended in
TR-02102 by BSI

Key Encapsulation

Code

Classic McEliece
Drafts / ISO as well as Internet-Draft

Key Encapsulation

Recommended in
TR-02102 by BSI

Lattice

ML-DSA (Dilithium)
FIPS-204 / NIST-Standard since 2024

Signature

Recommended in
TR-02102 by BSI

Signature

Hash

SLH-DSA (SPHINCS+)
FIPS-205 / NIST-Standard since 2024

Recommended in
TR-02102 by BSI

XMSS / LMS
RFC8391, RFC8554 / IRTF-Standards,
with extensions from NIST: SP.800-208

Signatures

Hash
Recommended in
TR-02102 by BSI
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https://datatracker.ietf.org/doc/draft-longa-cfrg-frodokem
https://csrc.nist.gov/pubs/fips/203/final
https://classic.mceliece.org/
https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/205/final
https://datatracker.ietf.org/doc/html/rfc8391
https://datatracker.ietf.org/doc/html/rfc8554
https://csrc.nist.gov/pubs/sp/800/208/final


PQC PROTOCOLS INCLUDED IN BOTAN
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Key Share Extension

Server Hello

d2 3d 8e 43 5a 7d ba fe
b3 c0 6e 51 c1 3c ae 4d 
99 38 1d e5 60 e4 bd 43 
54 13 69 1e 52 9a af 2c

...

Select: ECDH

Key Share Extension

Client Hello

...

99 38 1d e5 60 e4 bd 43 
d2 3d 8e 43 5a 7d ba fe
b3 c0 6e 51 c1 3c ae 4d 
54 13 69 1e 52 9a af 2c

Offer: ECDHOffer: ECDH
+  ML-KEM

Offer maybe more...

3d 38 ae 1d e5 60 e4 bd
43 d2 8e 43 5a 7d ba fe
b3 c0 6e 99 51 c1 3c ae
4d 54 13 69 1e 52 9a af
.. .. .. .. .. .. .. ..
4d 54 13 69 1e 52 9a af
43 d2 8e 43 5a 7d ba fe
b3 c0 6e 99 51 c1 3c ae
3d 38 ae 1d e5 60 e4 bd

+  ML-KEM

b3 c0 6e 99 51 c1 3c ae
43 d2 8e 43 5a 7d ba fe
3d 38 ae 1d e5 60 e4 bd
4d 54 13 69 1e 52 9a af
.. .. .. .. .. .. .. ..
4d 54 13 69 1e 52 9a af
3d 38 ae 1d e5 60 e4 bd
b3 c0 6e 99 51 c1 3c ae
43 d2 8e 43 5a 7d ba fe

ECDH Shared Secret ML-KEM Shared Secret TLS Master Secret+ =

Client Hello
Server Hello

Key Exchange
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BSI’s Project 481

draft-ietf-tls-hybrid-design
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AUTOMATIC SIDE CHANNEL DETECTION [CT-GRIND]
auto kyber_encapsulate(RandomNumberGenerator& rng) {

auto secret = rng.random_vec(32);
CT::poison(secret);

auto r = expand2(secret);
auto ciphertext = kpke_encrypt(r);

CT::unpoison(secret);
CT::unpoison(ciphertext);
return std::make_pair(secret, ciphertext);

}

All clear.

Attention!
► Requires manual annotations

− Mark secret data as “sensitive”
− Remove annotations from return values

► Tracks dataflow automatically
− Values derived from “sensitive data” are 

also considered “sensitive data”

► Detects major side-channels
− Conditional jumps depending on secrets
− Secrets used as offsets into memory

► Dynamic analysis of the binary
− No guarantees for other compilers or flagsB
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SUPPORTING DOCUMENTATION
► BSI recommends using Botan 3.6.1 and 3.7.1-RSCS1

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kryptografie/Kryptobibliothek-Botan/kryptobibliothek-botan_node.html

− Botan 3.7.1 required a backport for full TR-02102 compliance
https://github.com/randombit/botan/pull/4794

► Supporting Documents at
https://github.com/sehlen-bsi/botan-docs/releases

− Cryptographic Documentation
− Audit Reports for each Version
− Test Specification and Report
− API Reference for each Version
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BSI’s Project 481
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sehlen-bsi/botan-docs

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kryptografie/Kryptobibliothek-Botan/kryptobibliothek-botan_node.html
https://github.com/randombit/botan/pull/4794
https://github.com/sehlen-bsi/botan-docs/releases
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BSI’s Project 481

static constexpr void ntt(std::span<T, N> coeffs) {
size_t j = 0;
size_t k = 0;

for(size_t len = N / 2; len > 0; len >>= 1) {
for(size_t start = 0; start < N; start = j + len) {

const T zeta = zetas[++k];
for(j = start; j < start + len; ++j) {

// Zetas contain the montgomery parameter 2^32 mod q
T t = fqmul(zeta, coeffs[j + len]);
coeffs[j + len] = coeffs[j] - t;
coeffs[j] = coeffs[j] + t;

}
}

}
}
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Acceptance rules
(automatically checked)
Each upstream patch must ...

... be accounted for,

... be authored or approved by
a project member

... fulfill the “four-eye principle”

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kryptografie/Kryptobibliothek-Botan/kryptobibliothek-botan_node.html
https://github.com/randombit/botan/pull/4794
https://github.com/sehlen-bsi/botan-docs/releases
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TODAY'S EXAMPLE MIGRATION: TLS 1.3
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TODAY'S EXAMPLE MIGRATION: TLS 1.3
std::shared_ptr<tls::Context> prepare_context_for(std::string_view hostname) {

auto rng = std::make_shared<Botan::AutoSeeded_RNG>();
const auto cfg =

"allow_tls_12 = false\n"
"allow_tls_13 = true\n"
"key_exchange_groups = x25519/ML-KEM-768 brainpool256r1";

return std::make_shared<tls::Context>(std::make_shared<System_Credentials_Manager>(),
rng,
std::make_shared<tls::Session_Manager_In_Memory>(rng),
std::make_shared<tls::Text_Policy>(cfg),
tls::Server_Information(hostname));

}
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THANK YOU FOR YOUR ATTENTION!

ANY QUESTIONS?

Dr.-Ing. Amos Treiber
(Cryptography) Development Engineer

amos.treiber@rohde-schwarz.com

@atreiber94

amos-treiber
?
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