The
CRY PTO approach to

Formally Verified Cryptography

Manuel Barbosa

University of Porto (FCUP) - INESC TEC - PQShield

formosa-crypto.org mbb@fc.up.pt



http://www.formosa-crypto.org
mailto:mbb@fc.up.pt

Agenda

 Introducing formosa-crypto

* Formally verified cryptography landscape
* [he formosa-crypto approach

* Where we are for the PQ FIPS standards

e Outreach and industrial adoption

formosa-crypto.org mbb@fc.up.pt



https://www.freepik.com/free-photo/iron-chain-with-red-link_959036.htm
http://www.formosa-crypto.org
mailto:mbb@fc.up.pt

Porto
Braga

' 4
<

Paris

‘\

Eindhoven
Bochum

Nancy

Sophia-

Antipolis ’ n

Formosa Crypto

BOSTON

UNIVERSITY

darmstadt university | |
h_da of applied sciences | '&.IT"'

uuuuuuuuuu

G

MAX PLANCK INSTITUTE \d&@",) )
FOR SECURITY AND PRIVACY \amx/

‘B UCLouvain

[BAPORTO

F FACULDADE DE CIENCIAS
UNIVERSIDADE DO PORTO

CASA

CYBER SECURITY IN THE AGE
OF LARGE-SCALE ADVERSARIES

EINDHOVEN
e UNIVERSITY OF
TECHNOLOGY

CEXPERTS

=i dea INESC &,zu’a/-

ROSENPASS

SANDBOX

PASHIELD

< b = | A University of
WE] BRISTOL

THE UNIVERSITY OI

MELBOURNE

Universidade do Minho



http://formosa-crypto.org

Formosa Crypto

- News People Projects Publications Formosa Supporters

A

FORMOSA
CRYPTO

| Projects

e EasyCrypt — Project Website — Git Repository
EasyCrypt is a toolset for reasoning about relational properties of probabilistic computations with
adversarial code. Its main application is the construction and verification of game-based

cryptographic proofs.

Eindhoven
Bochum

B e Jasmin — Project Website — Git Repository
Bragn : Jasmin is a workbench for high-assurance and high-speed cryptography. Jasmin implementations
aim at being efficient, safe, correct, and secure.

Nancy

e Libjade — Project Website — Git Repository

Libjade is a cryptographic library written in jasmin, with computer-verified proof of correctness
- and security in EasyCrypt. The primary focus of libjade is to offer high-assurance software
implementations of post-quantum crypto primitives.
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libjade: formally verified assembly

* Open-source high-assurance cryptographic library (SUPERCOP-like C API)
» Current features:
* High-speed implementations for AMD64 (aka x86_64 or x64), ARM v7, RISC V
* Cryptographic hash functions and XOFs (SHA-2, SHA-3, SHAKE)
* One-time authenticators and stream ciphers (poly1305, ChaCha, Salsa)
* Authenticated encryption (XSalsa20Poly1305)
* Curve 25519

* Postquantum KEM and Signatures (ML-KEM, ML-DSA, SLH-DSA, ...)



What we formally verify

e Safety

 For all valid inputs, program behavior is well defined

e Functional correctness

 For all valid inputs, program is equivalent to specification

» Countermeasures against timing attacks:

* N0 secret-dependent branching, memory access, problematic
Instructions

e countermeasures against some speculative execution attacks
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Instructions

e countermeasures against some speculative execution attacks
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Jasmin
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Outreach and Adoption

*Formosa Crypto code is open-source (cf. formosa-crypto.org)

*tools: EasyCrypt, Jasmin have their own repositories

ecode: published via PQ Code Package
(https://github.com/pqg-code-package)

*proofs: via dedicated repositories
(https://github.com/formosa-crypto)

*|ndustrial adoption
*Signal (next talk), PQShield (next slide)
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PQShield

» Co-steer the formosa-crypto eco-system
e Tool development

e | ead EasyCrypt development

* Enable integration with Jasmin

 Integration with third-party tools: Frama-C, CryptoLine, CAS, SMT solvers
* Apply formosa-crypto methodology to in-house projects:

* C implementations, masked implementations,
integration of cryptographic co-processors
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